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	Learning Outcome
	Assessment Criteria
	Guidelines and range
The candidate provides evidence that they understand:

	1.Understand business risk management
models and techniques 


	1.1 Analyse standards relating to the management of business risk




	Business Risk Management is the process of identifying, assessing and controlling the level of those risks that present a threat to a business’ assets and earning capacity.

A number of standards relating to the management of risk have been developed, including BS 31100:201 Code of Practice and Guidance for the implementation of BS ISO 31000 (the international standard for risk management.)


	
	
	In this criterion the learner is required to analyse standards relating to the management of business risk in order to determine their essential features and draw conclusions.

	
	1.2 Analyse the factors influencing different types of risk 


	Examples of business risk include:
· strategic, for example a competitor coming on to the market
· compliance, for example responding to the introduction of new health and safety legislation
· financial, for example non-payment by a customer or increased interest charges on a business loan
· operational, for example the breakdown or theft of key equipment
· environmental risks, including natural disasters
· employee risk management, such as maintaining sufficient staff numbers and cover, employee safety and up-to-date skills
· political and economic instability in any foreign markets you export goods to
· health and safety risks
· commercial risks, including the failure of key suppliers or customers
http://www.nibusinessinfo.co.uk/content/types-risk-your-business-faces


	
	
	In this criterion the learner is required to analyse the factors influencing three different types of business risk in order to determine their essential features and draw conclusions.

	































	1.3 Evaluate the relationship between risk management, business continuity and crisis management

	Risk management and Business Continuity Management (BCM) are closely related and overlap, although BCM goes farther than risk management by identifying key elements that the organisation cannot afford to lose, such as labour and resources, and planning how to maintain or replace them should an incident occur.

Crisis management differs from risk management in that the former is a proactive, ongoing process to identify, asses and control levels of risk, whilst the latter comprises systems and procedures to be put into place retrospectively to deal with an unexpected event. 


	
	
	In this criterion the learner is required to evaluate the relationship between risk management, business continuity and crisis management in order to determine the essential features of the relationship and draw conclusions.

	
	1.4 Evaluate a range of scenario planning and crisis management models










	Scenario planning is a structured group process that involves, for example, identifying the implications of political, economic, social, technical, legal and environmental (PESTLE) trends in order to think about the future and to develop a small number of ‘scenarios’ and identify the most critical outcomes of those scenarios. 

Crisis management models focus on the need to be prepared and to be able to recover and learn from incidents, and are generally based on the three-stage process model of pre‐crisis preparation, crisis response, and post‐crisis recovery.


	
	
	In this criterion the learner is required to evaluate two or more scenario planning and crisis management models in order to ascertain their usefulness. (It will be necessary to evaluate at least one scenario planning model and at least one crisis management model.)



	
	1.5 Analyse methods of calculating risk probability

	Risk probability is a measure of the likelihood that the consequences outlined in the risk statement will occur.

Previous experience or records can be used to calculate risk probability by statistical analysis, although it is also common to use estimated qualitative measures such as 'Very Likely, 'Likely', 'Unlikely' and 'Very Unlikely' where no data exists.


	
	
	In this criterion the learner is required to analyse two or more methods of calculating risk probability in order to determine their essential features and draw conclusions.

	












	1.6 Analyse the effectiveness of a range of risk monitoring techniques

	Risks may be perceived as either ‘static’, requiring monitoring and assessment on a periodic basis, or ‘dynamic’, requiring continual and ongoing monitoring and assessment.

Risk monitoring is the ongoing process of tracking identified risks, identifying new risks and changes in risk, and evaluating the effectiveness of risk planning.


	
	
	In this criterion the learner is required to analyse the effectiveness of two or more risk monitoring techniques in order to determine their essential features and draw conclusions.

	
	1.7 Analyse the significance of risk governance structures and ownership

	Risk management and corporate governance has become increasingly important in recent years, and organisations are adopting governance processes, either voluntarily or in order to comply with legislation and regulations.

Governance, risk management and compliance (GRC) is a term used to describe an organisation’s approach to implementing and maintaining governance frameworks and managing risks effectively.


	
	
	In this criterion the learner is required to analyse the significance of risk governance structures and ownership, in order to determine their essential features and draw conclusions.

	2. Be able to develop business risk
management processes 

	2.1 Review periodically the effectiveness of risk management strategy, policy and criteria

	Periodically reviewing the effectiveness of an organisation’s risk management strategy, policy and criteria is essential for identifying new risks and monitoring the effectiveness of risk strategies.


	
	
	In this criterion the learner is required to provide evidence that he or she has periodically reviewed the effectiveness of risk management, policy and criteria.

	
	2.2 Take action to ensure that risk profiles remain current and relevant


	A risk profile represents an organisation’s overall exposure to a specific risk, or group of risks, at a given point in time, and an organisation will usually have a ‘target’, or ‘desired’, risk profile based on its approach to dealing with risk, corporate governance and its strategic objectives.

Risk profiles should therefore be adjusted on an ongoing basis through risk mitigation in order to ensure the organisation is aligned with its target profile.


	
	
	In this criterion the learner is required to demonstrate that he or she has taken appropriate action to ensure that risk profiles remain current and relevant.

	
	2.3 Develop viable and affordable risk management processes that are consistent with business needs and the degree of potential impact of the risk

	There are a number of ways to respond to risk, depending upon factors such as cost, available resources, the likelihood of it occurring and the potential consequences of the risk:
· Ignore the risk – if the organisation can live with the impact of the risk event or the cost to remove the risk is prohibitive
· Monitor the risk – if the risk event is unlikely
· Avoid the risk – if the condition causing the risk can be isolated
· Outsource the risk – assign the responsibility for the risk to a third party
· Mitigate the risk – eliminate or minimise the risk

The development, implementation and maintenance of risk management processes can be time consuming and costly, and the time and cost involved must be in proportion to the potential impact of the risk.


	
	
	In this criterion the learner is required to provide evidence that he or she has developed viable and affordable risk management processes that are consistent with business needs and the degree of potential impact of the risk.

	
	2.4 Develop contingency and business disruption processes that are commensurate with the degree of risk to business as usual and organisational reputation

	Contingency and business disruption processes prepare an organisation to respond in a planned and structured way to a future unplanned event, and the processes must be commensurate with the degree of risk to business as usual and organisational reputation.


	
	
	In this criterion the learner is required to provide evidence that he or she has developed contingency and business disruption processes that are commensurate with the degree of risk to business as usual and organisational reputation.

	
	2.5 Take action to ensure that risk
management processes are integrated into operational plans and activities
	A business should identify the risks inherent in its strategy as part of its strategy-setting process, and it is in this process and the subsequent development of business plans that risk management interacts with strategy and performance management and the setting of budgets and Key Performance Indicators (KPI’s) for operational plans and activities.


	
	
	In this criterion the learner is required to provide evidence that he or she has taken action to ensure that risk management processes are integrated into operational plans and activities.

	3. Be able to evaluate the effectiveness of
business risk management processes

	3.1 Appraise the suitability of a range of risk evaluation techniques to business risk management

	Risk evaluation is the process of determining risk management priorities by establishing qualitative and/or quantitative relationships between benefits and associated risks that take into account the potential impact of the risk and the degree to which the risk can be mitigated.


	
	
	In this criterion the learner is required to appraise the suitability of two or more risk evaluation techniques to business risk management in order to identify their strengths and weaknesses.

	
	3.2 Evaluate risk using valid quantitative and qualitative information

	In this criterion the learner is required to provide evidence that he or she has evaluated risk using valid quantitative and qualitative information in order to provide a solution or recommendations.

	
	3.3 Identify areas for improvement in
identifying and managing risk


	In this criterion the learner is required to provide evidence that he or she has identified two or more areas for improvement in identifying and managing risk.

	
	3.4 Encourage a culture that accepts and manages risk 


	‘Risk culture is a term describing the values, beliefs, knowledge, attitudes and understanding about risk shared by a group of people with a common purpose, in particular the employees of an organisation. This applies to all organisations from private companies, public bodies, governments to not-for-profits.’

‘An effective risk culture is one that enables and rewards individuals and groups for taking the right risks in an informed manner.’
The Institute of Risk Management


	
	
	In this criterion the learner is required to provide evidence that he or she encourages a culture that accepts and manages risk.
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