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M&L 20 Implement and maintain business continuity plans and processes 
	Learning Outcome
	Assessment Criteria
	Guidelines and range
The candidate provides evidence that they understand:

	1. Be able to plan for the implementation of business continuity plans and processes 

















	1.1 Describe the components of a business continuity plan





	The components of a business continuity plan are:
To set out the roles, responsibilities and actions to be taken by business staff to re-instate the business following a major disruption
To provide continuity of the activities essential to the business and reduce the disruption to customers, services and staff
To detail the recovery measures to be taken


	
	
	In this criterion the learner is required to describe a minimum of two components of a business continuity plan


	
	1.2 Explain the uses of a business continuity plan


	A business continuity plan provides a framework and a process to enable you to plan the delivery of your business during unexpected events or incidents

	
	
	In this criterion the learner is required to explain a minimum of two uses of a business continuity plan

	
	1.3 Explain the features of different business continuity planning models 
	Business continuity models consist of a business impact analysis which identifies:
· The organisations key products or services, its critical activities and the resources required to function
· The maximum length of time the business could manage a disruption to its normal activity
· The resources required to resume the normal activity
And a risk analysis which identifies the risks that could occur to the critical activities and the impact of this risk on the organisations ability to deliver its normal service


	
	
	In this criterion the learner is required to explain a minimum of two features of different business continuity planning models

	
	1.4 Explain the potential consequences of inadequate business continuity plans and processes 

	There are may potential consequences of inadequate business plans and processes some of the consequences could include:
· losing work to competitors
· reduction in profits
· being exposed to failures in the supply chain
· suffer loss of reputation
· higher insurance premiums


	
	
	In this criterion the learner is required to explain a minimum of two potential consequences of inadequate business continuity plans and processes

	
	1.5 Confirm the required aim, scope and objectives of business continuity plans 
	All business continuity plans have a clear aim, scope and objectives and it is important that these are understood by all relevant stakeholders



	
	
	In this criterion the learner is required to demonstrate that the aim and the scope and the objectives of the business continuity plan has been confirmed

	
	1.6 Engage stakeholders in developing business continuity plans and processes 
	It is important to ensure that all individuals from the identified business critical areas of the organisation are included in the development of business continuity plans and processes to ensure that key activities and information are included within the plan 


	
	
	In this criterion the learner is required to demonstrate that they have engaged with a minimum of two stakeholders when developing the business continuity plan and processes that support this

	
	1.7 Identify business-critical products and/or services and the activities and resources that support them 
	The products or services that are business critical will differ between organisations, but may include:
· Manufacturing department
· Call Centre
· Distribution
· Goods in 
· Sales 
Activities and resources that may support these include
· People
· Premises
· Technology
· Information
· Suppliers
· Materials/equipment


	
	
	In this criterion the learner is required to identify a minimum of two products and/or services that are critical to the business as well as evidence of a minimum of two activities and resources that are used in support of these services

	2. Be able to implement business continuity plans and processes 
	2.1 Develop a framework for business continuity management

	The plan adopted by an organisation will vary depending on its size and the nature of the business. It may be that one business continuity plan can be applied across the business in other cases, it may be that there are different plans for each department or function, however they will all contain the following features
· Purpose and scope 
· Main roles and responsibilities
· Contact details of key stakeholders
· Incident management
· Communication strategy
· Business continuity & recovery
· Document review and update


	
	
	In this criterion the learner is required to provide evidence that a framework for business continuity management has been developed

	
	2.2 Recommend resources that are proportionate to the potential impact of business disruption

	The resources that will be required to minimise disruption to an organisation in times of crisis will vary dependant of the organisation. It is important to consider the following resources:
· People
· Premises
· Equipment
· Technology
· information


	
	
	In this criterion the learner is required to provide evidence that a minimum of two resources have been recommended that are proportionate to the potential impact of disruption to the business

	
	2.3 Communicate the importance and requirements of business continuity plans and processes to stakeholders 
	There are a variety of ways that the importance and requirements of the business continuity plans and processes are communicated to shareholders and these can include:
· Meeting
· Exercises
· Presentations
· Document reviews

	
	
	In this criterion the learner is required to provide evidence that they have communicated the importance and requirements of the business continuity plans and resources to a minimum of two stakeholders

	
	2.4 Meet their own objectives within the plan 
	The roles and responsibilities of key personnel are clearly outlined within the business continuity plan and it is important that these personnel are clear about their objectives within this and they know what actions to take in order to meet those objectives 


	
	
	In this criterion the learner is required to provide evidence that they have met all of their objectives detailed within the business continuity plan

	3. Be able to maintain the fitness for purpose of on-going business continuity plans and processes 
	3.1 Provide training for staff who may be affected 
	All staff who could be affected by any aspect of the business continuity plan need to be trained to understand the role that they will play in case of a major disruption.
The training provided will vary depending on the organisation but could include:
· Table top exercises such as case studies or scenarios
· Communication tests
· Practice drills
· Full rehearsal


	
	
	In this criterion the learner is required to provide evidence that they have provided training for relevant staff who may be affected by the business continuity plan and processes

	
	3.2 Validate and test the strength of business continuity plans and processes 
	Testing and rehearsing the plan is a fundamental part of contingency planning. It gives an opportunity to ensure that the arrangements and principles of the plan are fit for purpose and are tested in a safe environment, without any real risk to the business.


	
	
	In this criterion the learner is required to provide evidence that the test and strength of the business continuity plans and processes have been validated

	
	3.3 Update plans and processes in the light of feedback from business continuity exercises and other sources of information 

	In order for a business continuity plan to remain effective it should be reviewed frequently to ensure that it remains up to date and fit for purpose.
A number of factors can give reasons to amend the plan and these can include:
· Lessons learned from the business plan exercise undertaken
· Changes to key personnel
· Changes to the structure of the organisation
· Changes to suppliers


	
	
	In this criterion the learner is required to provide evidence that they have updated a minimum of two plans and processes in light of feedback from a minimum of two business continuity exercises and a minimum of two other sources of information
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